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Getting Started

Network Monitor is a web-based monitoring solution for monitoring the performance and availability of a
wide array of network devices. Network Monitor monitoring is agentless, meaning it does not install any
software or files on monitored machines.

The Syslog Monitor Free Tool

This quick start guide demonstrates how to configure syslog monitoring using the Syslog Monitor Free
Tool version of Network Monitor. Except for the limited number of objects you can configure using the
Syslog Monitor Free Tool, you have access to most of the advanced monitoring features Network
Monitor has to offer.

The syslog monitor constantly reviews the syslog messages sent to Network Monitor by a syslog host.
Based on the type of syslog message and the message text, the system monitor can trigger an alarm
and send an email notification. More than one syslog monitor can be added to each object to receive
different combinations of messages. Before you create a monitor of this type, you need to start the
internal syslog server. If another syslog service is executing on the system hosting Network Monitor the
result is unpredictable.

Note: A host device or machine must be configured to direct syslog messages remotely to the system hosting your instance
of Network Monitor. Network Monitor detects UDP syslog messages that are either broadcast to the entire
subnet or directed specifically o the Network Monitor syslog server using port 514. Configuration of each
machine and device is unique and outside the scope of this documentation.

How This Quick Start Guide is Organized
1. Network Monitor Concepts (page 1)
2. Installation and Setup (page 3)

3. Configuring the Syslog Monitor Free Tool (page 9) - Provides a step-by-step, "first time" demonstration
of how to configure the Syslog Monitor Free Tool.

Network Monitor Concepts

Familiarize yourself with the following terms and concepts to help quick start your understanding of
Network Monitor.

= Object - An object represents a computer or any other device that can be addressed by an IP
number or host name. An object contains settings that are common to all monitors in that object.

= Network - Within Network Monitor the term network refers to user-defined grouping of objects.
Member objects of a Network Monitor network do not have to belong to the same physical network.
Network Monitor networks can be compared to a folder in a file system. Every object must be a
member of a Network Monitor network. You can activate and deactivate an entire network of
objects.

= Monitor - A monitor tests a specific function in an object. Most monitors are capable of collecting
various statistical data for reporting purposes. If a monitor fails a test it firsts enter a failed state.
After a number of consecutive failed tests it then enters an alarm state. When entering an alarm
state a monitor executes a number of actions specified in the alarm action list used by the
particular monitor.

= Action list - An action list defines a number of actions to be executed as a monitor enters, or
recovers from, an alarm state.

= Operator - Network Monitor users are called operators. An operator contains login information,
contact information and privileges. An operator can be a member of one or more operator groups.



= Operator group - An operator group is a collection of operators. Each object in Network Monitor is
assigned to one operator group. Notifications sent as a response to a monitor entering an alarm
state are normally sent to the object's operator group.

= Account - An account is a set of credentials used by a monitor, action or event to carry out an

operation.

Status Icons
A monitor is always in one specific state. This state is visualized in the Network Monitor interface with
different colors. An object or network always displays the most important state reported by any single
monitor that belongs to it. Icons are listed below, ranked by their importance.

k= - The monitor is deactivated.

k& - This icon is used for objects and networks only. All monitors in the object or network
are deactivated, but the object or network itself is active.

@ - The monitor has entered an alarm state.

=4 - The monitor has failed one or more tests, but has not yet entered alarm state.

# - The monitor is ok.

Additional guidelines:
= Any state other than deactivated is an activated state.

= An activated monitor tests its object.
= Deactivating = any or all monitors of an object does not deactivate the object.
= Deactivating any or all objects of a network does not deactivate their parent network.

= Deactivating an object deactivates all of its member monitors.
= Deactivating a network deactivates all of its member objects.

Other Commonly Used Icons
& - This icon displays the properties of an item and allows you to edit them.

I@ - This icon indicates that the object or monitor is inherited from a template. Monitors
inherited from a template can not be edited directly.

& . This icon indicates that the object or monitor is in maintenance state and is not
currently monitored.

% _ This icon displays a list of items.

El - This icon displays a view of an item.

Monitor status progression

During normal operation, a monitor in Network Monitor is in the Ok state, displayed in the management
interface with a green status & icon. Here is an example from the monitor list view.

* Unlink + View report

» Activate r Copy t Deactivate ! Delete + Edit * New monitor

Monitor list + Acknowledge alarm
[ name Type Alarms

™ ping @ @ ring o
A monitor during normal operation is displayed with a green status icon.

Whenever a monitor fails its test, it changes to the Failed state, displayed in the management interface
with an orange status & icon.

' Activate » Copy * Deactivate + Delate r Edit * New monitor

Time in current state Next test

2h 21m 125 Orn 65 (453)

¥ Unlink » View report

Monitor list » Acknowledge alarm
[l Name Type Alarms

[ ring # @ rina a
A monitor in failed state is displayed with an orange status icon.
When a monitor keeps failing tests, it eventually changes into the Alarm state, displayed with a red

Time in current state Next test

Oh 16m 14s o 385 (116)



status @ icon. The number of failed tests required for an Alarm state depends on the Alarm generation
parameter for each monitor. Increasing the Alarm generation parameter makes the monitor less
sensitive to temporary outages, and decreasing the parameter makes it more sensitive.

Monitor liSt » Acknowledge alarm » Activate r Copy * Deactivate » Delete » Edit + Newmonitor * Unlink » ¥iew report

[l vame Type Alarms Time in current state Mext test

I Ping @ @ ring 1 2h 23m 16z Om 6= (453)
A monitor in alarm state is displayed with a red status icon.

When a monitor first enters an alarm state, the Alarms column displays a 1. This is the alarm count. This
means that the monitor has now generated one alarm. When the monitor is tested the next time and
still fails its test, the number of alarms will be two, and so on. The alarm count is very important,
because it controls what actions are taken in response to alarms.

Responding to alarms

An action list is a collection of actions executed in response to an alarm count. Every monitor in Network
Monitor has an action list, either defined directly by a monitor's properties, or indirectly by a object's
properties. For each alarm count in an alarm list, Network Monitor executes all actions specified for that
alarm count. It is possible—and common— to define several actions for the same alarm count.

Action list info + Delete + Properties

Name Description Default

Cefault list The default actionli=t Yes

Actions + Add action | Delete

[l Alarm number Description
| =t (}\ Send email to operator grcup

r s (P send SMS to operator group [short message)
Actions example
In the example above, there are two actions shown. The first action, for the first alarm, is a Send email
action. The next action, configured for the fifth alarm, is a Send SMS action.
For details on how to edit and configure action lists and actions, see the Action lists topic.

Recovering from alarms

A monitor may recover from an Alarm state by itself. If so, Network Monitor is able to react to this event.
For example, if a monitor is currently in an Alarm state and performs a test that succeeds, the monitor
status automatically changes back to an Ok state. When a monitor recovers, Network Monitor can
execute a recover action list, if one is specified. A recover action list can be specified by a monitor or
indirectly by the object of a monitor.

When the monitor recovers, all actions defined in the recover action list are executed, regardless of the
alarm number. Creating separate action lists to serve as recovery action lists is recommended.

Installation and Setup
In This Section

Installation Checklist

Server Sizing

Network Monitor System Requirements
Selecting a Service Account

Logging On

Running the Startup Guide

aoahs~rbdbdp



Installation Checklist

We recommend that you complete the following pre-installation checklist before installing Network
Monitor.

1. Estimate the memory required by Network Monitor to monitor the number of objects on your
network, using the recommendations in Server Sizing (page 4). Ensure the system hosting the
Network Monitor server has enough free memory to run Network Monitor.

2. Check that the system hosting the Network Monitor server meets all software and hardware
requirements (page 4).

Ensure the Windows account used by the Network Monitor service has sufficient privileges (page 4).
If SNMP is used, install and start the Windows SNMP service on the Network Monitor host machine.
If ODBC logging is used, create a ODBC system data source on the Network Monitor host machine.

If a GSM phone is used, install it and verify that it responds correctly to standard AT commands in
a terminal program.

When completed you are ready to install Network Monitor. After installing Network Monitor and connecting
to the web interface for the first time, consult the topic Running the Startup Guide (page 5).

o0k w

Server Sizing

Minimum requirements for using the Syslog Monitor Free Tool Free Tool version of Network Monitor.
= 1GHzCPU
= 2 GB memory
» 5 GB free disk space

Network Monitor System Requirements

Systems Hosting the Network Monitor Server

=  Windows 2003, 2008, or 2008 R2 with the latest service pack

= Network Monitor comes with its own database.
Supported Browsers

= Microsoft Internet Explorer 7.0 or newer

= QOpera 9.0 or newer

= Firefox 3.5 or newer (Recommended for best viewing experience)
The following features must be enabled in your browser settings.

= Accept third party cookies

= Javascript enabled

Cookies are required to keep track of the user session. Java scripts are used by the web interface and
must be enabled.

Selecting a Service Account

Kaseya Network Monitor is a Windows service that is installed to logon using a service account.



Using the LocalSystem account

The built-in LocalsSystem account is the default service account assigned to the Kaseya Network
Monitor service when installing. While the LocalSystem account is the most convenient way to get
Network Monitor up and running, it has many privileges that are unnecessary to run Network Monitor
locally.

Note: We recommend the Kaseya Network Monitor service be assigned a service account using the
fewest number of privileges possible. The Network Monitor account manager can then be used to
impersonate Windows accounts with elevated permissions when these permissions are required for
tests, actions and events.

Network Monitor Required Privileges
Network Monitor requires the service account it is assigned to have the following file system
permissions:
= READ, WRITE and EXECUTE to Network Monitor base directory
» READ, WRITE, MODIFY to all sub-directories
The service account may also require the Act as part of operating system privilege to enable

Windows account impersonations. Consult your Windows documentation to determine if this privilege
must be added.

Logging On
After installing Network Monitor the next step is to logon to the web interface. Use either of the following
two methods to display the web interface logon page.
= Click the link to the web interface in the Network Monitor program folder in the start menu.
» Use the following link if you are configuring Network Monitor from the Network Monitor host.
http://localhost:8080

Note: This link above assumes you accepted the standard parameters during the installation and the
Network Monitor web server is running on the default 8080 port. If you have installed Network Monitor
on a different host, replace the localhost host name with the name of the Network Monitor host.

Running the Startup Guide

Logging on the first time to the web interface displays a step-by-step Startup Guide to help you get
Network Monitor ready to use. The Startup Guide has five steps.

= Administrator settings (page 6)

= Network discovery settings

= Mail settings (page 6)

= SMS device configuration (page 7)
= Review and Save Settings (page 8)

Note: A person logging into the Network Monitor server is referred to as an operator. Each operator can only
have one logon session open at one time.




Administrator settings

To get you started with KNM as quickly as possible, please take a few moments to complete this startup guide.

Administrator settings

% £n administrator user account needs to be created. With this user account you will be able to administrate all functions in KM,

Usarname |Adrmn Enter your desired username or accept the default one.

Password | Enter a password for the administrator account,

Email I Enter an email address to be associated with this account. alerts and reports will be sent to this
address.

Phone I Enter a telephone number for SMS notifications to be associated with this account. If you do not

want to configure SMS notifications just leave the field hlank.

Additional accounts

Q Setup additional administrator accounts below if needed. Login information to these accounts will be automatically sent to the specified
email addresses.
Username | Enter a username for the account
Password | Enter a password for the administrator account,
Email | Enter an email address to be associated with this account.
Username | Enter a username for the account
Password | Enter a password for the administrator account,
Email | Enter an email address to be associated with this account.
Mext
1. Enter the username and password of the default Network Monitor operator. Remember that the

password is case sensitive.

Configure an email address for this operator. The email address is used when Network Monitor is
sending notifications or reports.

(Optional) Configure an phone number for this operator. The phone number is used when Network
Monitor is sending SMS notifications.

Clicking Next creates the default operator you will use to logon to Network Monitor after completing
the Startup Guide.

Mail settings

To get you started with KNM as quickly as possible, please take a few moments to complete this startup guide.

Mail settings
& In order to dispatch alerts and send reports by e-mail, KNM needs the following information.
Enter the address of the server you want to use for outgoing mail (SMTP), Default using port 25,
SMTR servaer | to change port number add number to hosthame separated with a calon. (E.g.
myemailserver:465)
S50 [ Check to connect to email server using SSL
Username | Dptional username if e-mail server requires authentication,
Password | Dptional password if e-mail server requires authentication,
SMTP server 2 | KMM can use a secondary fallback SMTP server if the primary one is not available,
551 [ Check to connect to email server using S50
Username | Optional username if @-mail server requires authentication.,
Password | Optional password if e-mail server requires authentication.

Default return

address

Most SMTP servers require that outgoing emails have a valid sender. Enter a valid email addrass

|adm\n@kaseva.cnm to use for this purpose with your SMTP server,

Previous MNext

To send email notifications and reports you need to configure the email server settings. Two email
servers can be configured: a primary server and a secondary backup server used in case the primary
server is unreachable.

Primary server - Enter the host name of the primary email server. If your server requires credentials
when sending mail, enter those below. If you are uncertain leave the username and password
fields blank.

(Optionally) Secondary server - Enter the host name of the server and optionally credentials used
when Network Monitor sends an email. This server is used by Network Monitor if the primary SMTP
server is unreachable.

Default return address - Enter an address that Network Monitor uses as its From address.

If you want to skip this step and configure these parameters later, click Next to continue. To display



these settings again later, select Settings > Program settings > Email & SMS settings.

SMS device configuration

To get vou started with KNM as quickly as possible, please take a few moments to complete this startup guide,
SMS device configuration

O If you hawe a SMS capable device connected to the computer running KNM, you can configure its settings and werify that it is warking
together with KMM here, Just skip this step if you do not want to configure this now.

Configure SMS -

Serial port COML =
Baud rate 110 -
PIN code l_

Test settings Test settings
Previous Mext

If have an SMS device connected to a com port on the Network Monitor host you can configure Network
Monitor to send SMS notifications.
= Configure SMS - Select this box if you have an SMS device connected to the Network Monitor host.
= Com port - select the serial port the SMS device is connected to.
= Baud rate - Select the baud rate. This is the speed the SMS device is capable of sending and
receiving over the COM port. A setting of 2400 is recommended, if you're not sure what to select.
= PIN code - If your SMS device is a GSM phone or modem, you might need to unlock the SIM card
with a PIN code. Enter that PIN code in the PIN code field.

= Test settings - Click the button to test the configuration, if the test fails make necessary changes or
uncheck the Configure SMS check box to skip this part of the wizard.

Operator phone number

If you did not enter a phone number on the first step in the startup guide you can enter it in the My
settings page, without the phone number. Network Monitor is unable to send the operator an SMS
notification. You are able to access the My settings page when you logon after the startup guide is
completed.

Tested SMS devices
= Falcom Samba
= Falcom Swing
= Falcom Twist
= Nokia 30
= Z-text fixed line SMS modem
In addition to this list almost all modern GSM phones and modem works. The requirement is that the
device should support Text mode sms and that it can be connected to a com port. It may also be

connected to an USB port but the device driver must be able to emulate a standard serial port so it can
be discovered by Network Monitor.



Review and Save Settings

Please review the information below

Administrater account settings.

Username admin

Password adrmin

Email admin@kaseya.com
Phane

Additional administrator accounts

Username

Password

Email

Username

Password

Email

SMTP server settings

SMTP server

S5L u]
Username

Password

SMTR server 2

S5L o
Usarname

Password

Default return
address

SMS settings

admin@kaseya.com

Serial port
Baud rate
PIN code

Previous Mext

1. The final step of this startup guide is confirming the information you have filled in previous pages.
If you want to change any of the information, click the Previous button to go back.

2. Clicking the Next button redirects you to the login page and asks for the username and password
that you entered in the first page.




Configuring the Syslog Monitor Free
Tool

The following procedures provide a step-by-step, "first time" demonstration of how to configure the
Syslog Monitor Free Tool version of Network Monitor. Not all options for each step are described, but

should be enough to get you started.
These procedures should be followed in the order presented.

Note: These procedures assume you've completed the Installation and Setup (page 3) of Network Monitor.

In This Section

Configuring Operators

Configuring Networks

Preparing Network Monitor for Syslog Monitoring
Adding Objects Manually

Adding a Syslog Monitor

Viewing the Syslog Monitor Log

Viewing Alarm Configuration

Viewing Alarm Action Lists

Configuring Operators

A person logging into the Network Monitor server is referred to as an operator. Each operator can only
have one logon session open at one time.

Note: Each operator can be a member of one or more gperator groups. Each object in Network Monitor
always belongs to one operator group. In this way, an operator group in Network Monitor can be thought of
as being in charge of an object. Normally, alerts for a monitor are sent to the operator group responsible
for the object.

Note: Logon accounts should not be confused with the logons created for operators who administer
Network Monitor. Logon accounts are used by some monitors and actions to authenticate against remote
hosts. A logon account is always tied to an operator group. A logon account is only accessible to members
of the logon account's specified operator group.

In this procedure, you create a new operator for yourself.
1. Click Settings > Operators.

10
11
13
14
17
18
19



2. Click New operator.

o>, -
Kaseya® Network Monitor
Sattings Networks Objacts Monitors Reports Schedules Tools Help —
Operator properties
[ Basic operator properties
Harme: The operators usemame
Passward: - Pacsword For this oparstor
Verify passward: - Verify password for this operstor
Description; Your comment sbout this cperator
Operator group: = ske the naw oparstor 3 mamber of the selacted operstor group.
Memberships to other operstor groups can be added later.
Cperator group: Operater is o member of these group(s)
Ernail: [ The operstors amail sddracs. Vou can spacify multiple email sddrasses
by separating them with 2 comma.
$MS number: Send SMT to this phone number
Contack name: Contact name
Contact phonet - Contact phone
Contact cellphona: - Contact callphone
Contact address 1 Contact address 1
Contact address 2t - Contact address 2
Additional: Other addittonal information
4
Simple interface: I Check bo hide more advanced options for properties
Alternate line-color - Atternate colors of altarnsting lines in Nist views.
Ernzil farmat: [HTmML ;| Selact what format to ure when randing emsils to this oparator. Note
that to receive emailed reports, piain text format cannot be used.
Refresh; o0 - Time in seconds between refrash of pages in the web interface

3. Enter values for the following fields.
> Name
> Password
» Verify password
» Operator group - Select Administrators. You can select a different operator group later.
» Email - Enter your email address.
4. Click System administrator button. This will auto-populate many of the other options on this page.
5. Click Save to save your settings.

Note: If you like, you can click Settings > Operator group to create a hew operator group and add operators
to that new operator group. All the procedures in this quick start guide assume you are a member of the
default Administrators operator group.

Configuring Networks

10

In this procedure you ensure the default network provided by Network Monitor is activated.
1. Select Networks > List.

7z

Kaseya® Network Monitor
Sattings [ Dbjects Monitors Reports Schedules Tools Help —
Network list » Activate » Deactivate *» Delete * New networc » View report

T o —
[/ pefauttnetuork The default netwerk .

2. Ensure the Default Network has an activated & icon. If not, check the checkbox next to
Default Network and click Activate.

» A Network Monitor network is a user-defined collection of objects that you choose to manage
as a group. A Network Monitor network should not be confused with the physical networks that
computers and devices belong to.

» Each object you monitor must belong to a Network Monitor network.

» Network Monitor provides a single Default Network for you to use. You can create
additional networks if you like.



» Activating Default Network ensures any object that belongs to it can be activated for
monitoring.

3. Click befault Network to see network details, including any objects that already belong to this
Network Monitor network.

Preparing Network Monitor for Syslog
Monitoring

The following preparatory steps should be performed before selecting a particular object for syslog
monitoring using Network Monitor.

1. Ahost device or machine must be configured to direct syslog messages remotely to the system hosting your
instance of Network Monitor. Network Monitor detects UDP syslog messages that are either broadcast
to the entire subnet or directed specifically to the Network Monitor syslog server using port 514.
Configuration of each machine and device is unique and outside the scope of this documentation.

2. Enable the syslog server in Network Monitor. This step is detailed below.
3. Confirm syslog messages are being received by Network Monitor. This step is detailed below.

Note: On the Settings > Program settings > Log settings page are syslog options for creating Network Monitor
syslog messages and sending them to an syslog server. You do not need to enable these options. They only
apply if you want to create syslog messages for the Network Monitor server itself.

Enabling the Syslog Server in Network Monitor
1. Select Settings > Program settings > Misc settings.

11
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2. Check the Syslog server checkbox and click the Save button.

Settings Networks

Objects Monitors Reports schedules

s

Kaseya® Network Manitor

roots ey

g Default messages

Alarm subjact:

Alarm message:

Recover subject:

Recover message:

Acknouledge subject:

Acknowlede message:

Report subject:

Alarm gan.:

Alarmn test interval:

KHM - &larm - %obje

Tirne: %time
Object: %object_link (%object_destination)
Monitar: Shrmonitor_link

statusi Alarm P

KHM - Restart - %object_nsme - %rmanitar_nar

Tirne: %time
Object: %object_link (%object_destination)
Monitar: Shrmonitor_link

statusi Up

(M - Acknawl=das alsrm

Tirne: %time
Operator Shoperator_curent has acknowledged
alarmn for the following monitors:

% monitor_list )

KHM report - S%report_name

500

Statistics disk averaging: |5 minote(s) L=

Statistics store interval:

15 minute(s) ~

| Date & weelk formats

Date format:

week farmat:

Week nurmbsring:

MDD v
Weeks begin with 2 Monday

wieek 1 containz Jan 4th =

| PageGate integration

Interface method:

Polling directary:

Get asci =]
[

Syslog server:
Watchdog sensitivity:
watchdog mail subject:

Dafault proscy:

Default proxy port:
Telnet prompt:

Telnet login prompt:
Telnet pass prampt:

Backups:
Backup frequency:

IP connection list:

Login notice:

Save

~
Function is disabled

[KMM system problem - monitors are not being ¢

[
—

[=4

[1ogin

[paseward

I
Once a week I

0.0,0,0 - 255,255,255,.255

Cancel I

view details

View details

View details

View details

View details

View details

View details

Default test interval in seconds for monitors
Default sharm gansration count for manitors

Tast intarval in seconds while monitor is n alerm stete.
View details

The intarval of which KNM flushes statistics to disk. Choosing a shorter
Store interval could lessen memory usage

Choose the Format to use whan displaying = date
Saiact which doy thot bagins 5 new waele. This will sffect weally
reports and weeky toplists

Salact which dsp that is [ waek I of the pasr. This satting sfects
weak numbering in KN,

Salock how KM wilf interface with PageGate

FageGate polling divectory for the Gatdsci interface

Enable the built in syslog server to receive systeg messages.
Salact the sensitivity of the watchdog monitoring test frequency
Specify the subject line of the emall sent to the wathdog will send to
system administrators if it detectes delayed tests

IF bha KWW corver vequives a proxy server For outgoing web traffic,
anter the server addvers here. This Is only relevant when Kk is
chacking for mew version information.

FPort usad for the defsult proxy server.

Command prompt used by the bullt In taelnet dient, Separate multiple
entries with & comma.

Frompt used by the built in talnet client for legin, Separate multiple
antries with & comma.

FPrompt used by the built in telnet clint for password. Separate
rultiple entries with & comrma.

Chack thi box to enable sutomstic settings backups

Salact the frequency of the automatic bachups.

Spacify range of IP-pumbears hare that sre sllowad to connact to KNI
via the web-interface. Format fs #.#.8 # - R A RE, L

Enter any extrs information that you want displayed st the login screen
hera.



Confirm Syslog Messages are Being Received by Network Monitor

1. Select Tools > SNMP / Syslog > Syslog messages. The 50 latest yslog messages received by Network
Monitor display on this page.
Kasé:’NetworkMonimr

Settings Networks Dbjects Monitors Reports Schedulas Tools Halp —
' |50 latest sysleg messages » create monitor

Refresh I

[l Hosmame  Prio Facility Time Message

[T 10.10.32.84 Warning Dasraon fg?é;g;” daemon[676]: Tnualid query packet,

[T 10.10.32.108 Warning Dazrmon fgf&;g;a daemon[616]: Inualid query packet,

[T 101032.84 warning User fgf&;}:{la AgentMon][1492]: callkaseyaServer-5658 -> Leaving callkaseyaServer with persistent connection
T 100,322,824 Eror Daemon 53:101;;1:;13 1174]: -- GHMPu2-MIB: sysDescr.0

T 1o.10.32.84 Ereor Daernon 58335?3;13 1174]: send response: Failure in sendta

[T 10.10.32.84 Info Daemon fgfni;}lfl'la 1174]: Connection from UDP: [10,10,32.186]:4922->[10,10,35.255]

T 10.10.32.34 Error Daemon fg}ol;}fila 11741 - SHMPy2Z-MIB:isysDescn0

[T 10.10,32.84 Info  Daemon 53:101;}20'13 1174]: Connection from UDP: [10,10,32,188]:4822->[10,10,35.255]

[T 10103284 Infa  Daemon fg}é;?fﬂ'” 1174]: Connection from UDP: [10,10,32,186]:45922->[10,10,35.255]

[T 10.10.32.84 Info Daemon fgfni;}lfn'la 1174]: Connection from UDP: [10,10,32.186]:4922->[10,10,35.255]

[T 10103284 Info  Daemon fg:lol;}g;la 11741 Connection from UDP: [10,10,32,188]i4922->[10,10,35.255]

[T 10.10,32.84 Info  Daemon 53:1017—:1??;13 1174]: Connection from UDP: [10,10,32,188]:4822->[10,10,35.255]

[T 10.10,32.108 Debug  User fg}é;?gﬂ'” AgentMon][922]: call<aseyaServer: Leaving callkaseyaServer with persistent connection,
[T 10.10.32.108 Debug  User fgfni;}lfn'la AgentMan][922]: Requesting user info for all clisnts,

» In the image above you can see an example of two different IP addresses directing syslog
messages to Network Monitor.

» No objects or monitors are yet configured. This page simply confirms that syslog messages
being sent by devices and machines are being received by the syslog server you just
enabled in Network Monitor.

Note: If you're not seeing syslog messages display here for a computer or device you want to
monitor, you'll have to return to the computer or device and configure it to direct syslog
messages remotely o your instance of Network Monitor. Do not continue performing the
instructions in this quick start guide until syslog messages display on this page as expected.

Adding Objects Manually

Since you've already used Tools > SNMP / Syslog > Syslog messages to identify the IP address of a
computer or device that is sending Network Monitor syslog messages, you don't have to use Network
discovery. Instead, this procedure describes how to add the object manually.

1. Select Objects > List. The objects you've already added display.

pod

Kaseya® Network Monitor
Settings Networks Objects Monitors Reports schadules Tools Help —
Objectlist » activate » Copy » Deactivate » Delete » Edit » Link » New object » Unlink » View report
Refresh ¥ View [Al = «Prev mexts [ | Search | Filff [Wo filter =]
El Name Address System type Operator group Networlc
O 10.10.32.204 7 @ 10.10.32.204 GenericfUnknown Adrninistrators Default netwark
[T fvsi14kaseya.com & @ fesiidkaseya.com GenericfUnknown Adrmini Defaul !
[T qa-av-vsagbagd.kaseya.com @ @ qa-av-vsasedsd.kaseya.com Generic Windous Adrninistrators Default netwark
T gqa-av-xp3azk @ @ qa-su-xpazk Generic Windows Adrnini Defaul

2. Enter the Name of the object. This does not have to be the same as the host name of the computer
or device, but it often is the same.

3. Enter the IP Address of the computer or device.
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4. Select the System type that best describes the computer or device you have selected and
configured to send syslog messages remotely to your instance if Network Monitor. In this example

Linux/Ubuntu is shown as selected, but it is only an example.

News object

| Object properties
Hame: [ |

Address:

Hetuark: [Default netuark <]

Opsrator aroup: [Adrnistrators =]

Systern type: [CinusdUnise = [Obuntu =1

Description: I

Free text;
s

SHMP cormmunity: public

Alarm sction list: Default list =
Recover actian list: -
Active: w

| Authentication settings

ﬂ Specifying a logon account is strongly recommended.
Mot doing so will limit your maonitaring aptions on this object

= ©n windows hosts specify the account in the domainlusername form.

Default account: =] New account

[
Username: I
Passuord: [

Description:

Cperator graup: Adrministratars
verify account | Save account |
Connection type: SEHZ _x

Narme of this object
17 number or network name of this abject

Objact I & mamber of this network

Salact the aperator group responsible For this object
Specify spstem type

Vour commaent about this abject

Specify whatever information you want here. Ft's possible to send this
Infarmation slong Wit outgoing alaem emails

Enter the default SNMP community for this object.

Salact the default action izt that will be used when monitors in this
objact enters alarm state

Selact the default action Nst that will be used when monitors in this
object exits from slarm state

Objact active/desctive setting. Monitors in & desctivated object will not
perform say tests.

Vou can specify & default logon sccount heve. Monitors using logen
secounts will subomatically vse this sccount.
Username

FPassvord
Options! description of this secount

This logon account will only be visible to operators in the selected
operator group.

Choose the method of cornecting to this machine

Use this port to connect to the machine.

Part: R
| Advanced properties (tlick to expand /hide)

& NOC configuration (Click to expand fhide)

Save Cancel I

» Acceptthe Default network Network.

» Accept the default Operator Group (Network Monitor user group) to assign the object.

» Accept the default Alarm action list to assign the object. An alarm action list determines the

actions that occur in response to an alarm condition.

Leave the Recover action list blank for now.

A logon credential is not necessarily required for syslog monitoring, but even if is not,

entering one, if possible, is strongly recommended. You may wish to add additional monitors

that do require a credential later on for this same object.

5. Enter Authentication settings if possible. Click the New account phrase in the Authentication settings
section to expand this section. Enter a Username, Password and Description. Click Verify account to
test the credential before you click the Save account button.

Y

Note: Ensure the Default account drop down list has your new credential selected before you Save and
close the Edit object page.

6. Click Save to complete the configuration of the object.

Adding a Syslog Monitor

In this procedure you assign a Sys1og monitor to the new object you just added.
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1. Select Objects > List. All objects in all networks display.

=

Kaseya® Network Monitor

Settings Networks Objects Monitors Reports schadulas Tools Help —

Objectlist » activate » Copy » Deactivate » Delete » Edit » Link » New object » Unlink » View report

Refresh ™ view [All | « Prev Next » Search | Fitter [Ho filer |

[ name Address System type Operator group Network

[ 10.10.32.204 # @ 10.10.32.204 GenericUnknoun Administrators Default network
[T fvsildakaseya.com @ @ fesilakaseya com Generic/Unknown Adrninistrators Default netwark
[T ga-av-u3zkaseya.com # @ 10.10.32.84 Uburitu Adrninistrators Default netwark
[T ga-av-vsag6agd.kaseya.com @ B ga-au-vsa8548d.kaseys.com Generic Windows Adrninistrators Default netwark
[T ga-av-xp3zk P @ qa-av-xpazh Generic Windows Administratars Default network

2. Click the name of the object you just added.

e

Kaseya® Network Manitor

Settings Networks Objects Monitors Reports Schedules Tools Help —
Object information » Deactivate + Delete + Make template » Properties + Searchlog + View report

Name Address Netvrork
qa-av-ui2.kaseya.com 10,10,32.84 Default network

Operator group Alarm action list Recover action list System type
Administrators Default list Ubuntu
Description

Monitor list + Acknowledge alarm * Activate * Copy * Deactivate * Delete * Edit * New monitor * Unlink * ¥iew report

] Name Type Alarms Time in current state Next tast
[ |Related reports
Name Description

» The Name, Address and Network displays in the Object information section at the top of the
page.
» This object was added manually so there are no monitors yet assigned to the object.
3. Click the New monitor option in the Monitor list section menu.
4. Select the Log > Syslog monitor in the monitor tree.

o N
Kaseya® Network Monitor

Settings Networds Objacts Monitors Reports Schedulas Tools Help. —

_Search |
Preconfigured Manitors automatically detected by KNM, ready to use
web and Email Monitors for Webservers (HTTP), Email (POP, SMTP)
SHME Monitor devices that supports the SHMP protocol
Parformance Disksize, memaory, CPU usage and other parformance related monitors
Procasses Manitor running processes and services
Databsszes Manitoring of database servers
Directory services LDAPR, DHS snd other directary services
= Log Monitoring of Eventlog, Syslag and text log filas,
Bl rogfie The ronitor apens and scans a text file for specified strings.
& syslog The rmonitor capturas syslog messages sent from a syslog server and than filtars messages by facility cods
and priority level,
Seript Monitors that exscute and process scripts
Hetwork servicas Warious network services
Erwitanment Ternperature and hurnidity monitars
Others stious raanitors that daes not fall into the ather cstegories

» The Edit Monitor page displays automatically.



5. Set options in the Syslog monitor properties section of the Edit monitor page.

[

Kaseya" Network Monitor

Settings Networks Objects Monitors Reports schedules Tools Help —

Marme: stlog— Hsme of this monitor
syslag
gqa-av-u3z
o

Typet Monitor tpe

Chject: The manitor is owned by this object

Test interval: Time in seconds between tests

[ Advanced properties (Click to expam

de)

£larm generation: [0 How many consecutive falad tests until the first alarm is generated

Alarm test intervsl: [eo Fast intarval in seconds whilte monitor is in alsrm state

Alarm action list: [continuous list = Action list used when the monitor anters aiarm state (sverides objact
satting)

Recover action list: I = Action list used when monitor axits slarm state (overrides object
setting)

Stare statistics: = Store statistics for this monitor to disk

Chart resalution: Z2 hours = Display veaitime charts with this vesolution

Group channels: [Graup 4 channels = Group the specified number of channels into the same realtime chart.

Chart layout: 1= Mumber of realtime charts displaped per row

Ackive: Monitor active/dasctive switch

Alarmn message: View details

T

Recover message: View details
4

Alarm subject: view details

Recover subject: View details

Sirnple maintenance: - Specify maintenance period for this monitor hare in HH: MK Format
This peviod can wrsp bo the naxt day if nesded.

Day of week: [ Men [T Tus [ Wed [T Thu [T Fri [ Sat [ Sun Seiact which dap () of the the wesk the maintenznce schedule will be
active

5 Alarm filtering (Click to expand fhide)

[ Syslog monitor properties

Ruth: = Chack to trigger on this facility type
Authprive ~ GChack to trigger on this facility type
Cron: = Chack to trigger on this facility trpe
Daeman: = Chack ¥o triggar on this facility type
Fip: = Chack to trigger on this facility type
kernel: = Chack to trigger on this facility type
Lpri ~ GChack to trigger on this facility type
Mail: = Chack to trigger on this facility trpe
Mews: = Chack ¥o triggar on this facility type
Security: = Chack to trigger on this facility type
Syslog: = Chack to trigger on this facility type
User: ~ Chack to trigger on this facility type
Uucp: ~ Check to trigger on this facility type
Lacali: = Chack ¥o triggar on this facility type
Locali: = Chack to trigger on this facility type
Lacalz: = Chack to trigger on this facility type
Localz: ~ Chack to trigger on this facility type
Locald: ~ Check to trigger on this facility type
Lacals: = Chack ¥o triggar on this facility type
Lacalé: = Chack to trigger on this facility type
Lacal?: = Chack to trigger on this facility tyoe
Alark: ~ Chack to trigger on this prionity level
Critical: ~ Check o trigger on this priorty level
Debug: = Chack ¥o triggar on this priowity level
Emergency: = Check to trigger on this priovity level
Error: = Chack to trigger on this priovity lavel
Infa: = Chack to trigger on this prionity level
Motices ~ Gheck to trigger on this priority level
Warning: = Check to trigger on this priority lavel
Include: I B one or move strings are specified heve, onfy messages that contain
anp of thara shrings will be triggared on. Separste multiphs strings with
2 comma (e.g. stringl,string2).

Exclude: I # one or more strings are specified here, only messages that do aot

contain any of these strings will be biggered on. Separste multiple
strings with & comma (.9, stringl,string2).

Save Cancel

> A syslog message only displays in the Status column if it triggers an alarm. Select Continuous
1ist in the Alarm action list drop-down list. This ensures that the alarm state for the syslog
monitor is always reset back to a green status & Ok state, after each syslog message
triggers an alarm. Without the reset, each new syslog message that matched the criteria you
set would be ignored, for as long as the monitor was in the red status 8 Alarm state.

» All syslog messages are classified by facility and priority. You must check at least one facility
and at least one priority to trigger any alarm at all, and it will only be for the combination you
select. Check them all to trigger an alarm for every combination.



» You can filter the alarms triggered further by entering text strings in the Include and Exclude
fields. This is the text that appears in the body of syslog message.

» You can also create multiple syslog monitors for the same object and set them to match
different criteria.

6. Click Save to save your selections.
» The Monitor information page displays.
» If you just added the monitor, the monitor may not have returned any matching data yet.

Viewing the Syslog Monitor Log

The Syslog monitor only provides you the latest syslog messages you have received. Use this

procedure to view the entire history of syslog messages that match the conditions you specified for a
single object.

1. Re-display the Monitor information page for Syslog, ifit is not already displayed.

» You can re-display this page by clicking Objects > List > <objectname> > Monitor List >
Syslog.

2. Click the Search log option on the Monitor information section menu, for the Sys1og monitor you just

o -
Kaseya® Network Monitor
Settings Networks Objects Monitors Reports Schedulas Tools Help —
Monitor information » peactivate + Delete » Properties * Searchlog * Simulate alarm » Testnow
Name Object Type Alarms Created time
Syslog qa-av-u32.kaseya.com FRY syslog o 2011-10-12 12:18:17
Testinterval Alarm test interval Alarm gen. Next test Last test Alarm action list Recover action list
60 50 1 0m S4s (1442) 2011-10-13 1416 Same as object Same as object

Time in current state Status

Facility Priority Status
Dasmon Eror 1238]: Oxb3calb70:Failed to open session for ussr (name = ‘raot’) > error = 40
Cren Emer 35481 [rnoduls parn lsssslparn_sm_opan_session failed [loginiroot)[amer code: 40
Dasmon Emar  1238]: 0x5253fb70:Failed to closs session for user (nams = Toot’) > arror = 4
cron  Erar  3549]: [modulepam_lsass]pam_sm_close_session errar [error code:40081]
Oh Om &5 € Syslog message receivedi\nDasmoniEror 1238] Uxb3calb?0iFailed to open session for user (name = 'root’) == error = 40081, symbol =
LW_ERROR_NOT_SUPPORTED, client pid = 3543
CramiErrar 35490 [modulsipam_lsssslpam_sm_spen_ssssion Failed [loginiroct][arror code: 40081]
Dasmen;Error 1238]: 0xbz8sib70:Failed to dose session for user (name = 'root’) == srror = 40081, symbel = Lw_ERROR_NOT_SUPPORTED, dient pid =
3549

Cron:Error 3549]: [module:pam_lsass]par_sm_dose_sassian eror [error code:40081]
Alarm history

2011-10-13 14:116:56

@ syslog message receivedi\nDasmon: Eror 1238]: Oxb3calb?0iFailed to open session for user (name = v,
2011-10-13 14:11:41

@ Syslog message received:\nlser:Warning AgentMon][1492]: last message repested 2 times
2011-10-13 13:07:38 @ syslog message received:\nDasmon:Warning daemon[676]: last message repested 2 times

2011-10-13 08:00:36 @ syslog message receivediinlser:Warning AgentMon][1492]: last message repeated S times
2011-10-13 07:58:34 @ Monitor ok
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Cli

Settings

l Log search » Addlog entry

Period:

ck the Search button to display the latest messages for this monitor.O
Kas;;y‘;‘Network Menitor

Networks Objects Monitors Schedulas Taals

nelo_

Reports

x| Results: [100 =] Text: Search

Current day

object: [qa-aw-u3z.kaseya.com -1 monitor: [ =

Date Object Monitor  Message
oo 7.y 033 T R e .
2011-10-13 141701 (A syslea  Manitor 'aa-av-u32 kaseya.com - Syzlog'is now in ok status.
10- \17:01 0373 T R f
2011-10-13 141701 (350 Syslog  Monitor 'gavav-u3z kaseya.com - Syslog’ was edited by operatar admin.
o fe.se QEEN v R .
2011-10-13 14:18:56 3300 Sysleg  Monitor 'qa-av-u3Z kaseya.com - Syslog’ entered alam state
Syslog message received:\nDaeman:Error 1238]: Oxb3ca1b?0:Failad to open session for user (name = 'root’) -> errer = 40081,
i symbol = LW_ERROR_NOT_SUPPORTED, dlient pid = 3549 GroniError 3549 [module:pam_lsasslpam_sm_open_session failed
2011-10-13 14:16:56 372 Syslog  [loginiroot][érror code: 40081] Daemon:Error 1238]: Dxb283b70 Failed to cose sessian for user (name = 'raof’) -> error =
U3z kaseyda.com 40081, symbol = LW_ERROR_NOT_SUPPORTED, cient pid = 3549 Cran:Error 3549]: [module:parn_lsasslpam_sra_dase_session
arrar [error code:40081]
10- (1856 9373 R - qa-au- R
2011-10-13 14:18e56 338 Sysloa  Email (KM - Alarm - 0a-av-u3Z kaseya cam - Syslag) sent to operator documantation@kaseya.com.
oo La:pp 032 T R e .
2011-20-13 14:24:20 350500 sysloa Monitor 'qa-au-ud2 kasays.com - Sysleg’ is now in ok status.
“10- (14120 9373 I R f
2011-10-13 14,1420 (350 Sysleg  Manitor 'aa-av-u32.kaseya.com - Syzlog’ was edited by speratar admin.
10- 111141 0373 T R f
2011-10-13 14,1841 (350 Syslog  Monitor 'ga-av-u32 kaseya.com - Sysleg’ entered alam state
10- (11:41 9373 iued: . i . i
2011-10-13 1aittean S35 Svsleg  Syslog message receivediinUser Waming AgentMon][1492]: last message repasted 2 fimes
o yq.qq Q33 B el B
2011-10-13 14:1te4n 330 Syslag Email (KHM - Alarm - 0a-av-u3Z kaseya cam - Syslag) sent to operstor documentstion@kaseya.com.
“10- \11:2g 9373 I R f
2011-10-13 14:11:28 (35 Sysleg  Manitor 'aa-av-u32.kaseya.com - Syzlog'is now in ok status.
10- \11:2g 0373 T R f
2011-10-13 141828 (350 Syslog  Monitor 'ga-av-u3z kaseya.com - Syslog’ vas edited by operatar admin,
o o7img QEEN v R .
2011-10-13 13:07:38 3357 Syslag  Monitor 'qa-au-u32 kaseya.com - Syslog’ entered alam state
syslog message received:\nDaeman: Warning daemon[676]: |ast message repeated 2 times User:Warning AgentMon][1482]:
callKaseyaServer-6658 -= Leaving callkaseyaServer with persistent connection User:Warning AgentMon][1452]: callkaseyaserver-
6E5E -> Leaving callKaseyaServer with persistent connection UseriWarning AgentMon][1432]: callkaseaSaruar-6658 -> Leaving
callKaseyaServar uith persistent connection UseriWarning AgentMaon][1492]: callkasayaServar-6658 -> Leaving callkaseyaServer
with persistant connaction User:Warning AgentMon][1492]: callkaseysServar-6658 -> Laaving callkaseysServer with persistant
2011-10-13 13:07:38 9373V Guslog  ConnEction UseriWarning AgentMon][1492]; last message repeated 2 times UseriWamning AgentMan][1492]; last message
07138 Jz2.kaseyacomn TYT°? rapeated 2 times UseriWarning AgartMon][1482]: callKaseyaServer-8658 -> Leaving callkaseyaServar with persistant connaction

UseriWamning Agentton][1492]: callkaseyaServer-6658 -> Laaving callkaseyaSarver with parsistant connection User:Warning
Agenthon][1492]: last message repeatad 2 times User:Warning AgentMon][1492]: callKaseyaServer-6658 -> Leaving
callkaseyaServer with persistent connection UseriWarning AgentMon][1482]) callkaseyaServer-6658 -> Leaving callkaseyaserver
with persistent cannection User:Warning AgentMan][1492]: last message repeated 2 times UseriWarning AgentMon][1432]: last
message repeated 2 times

» The Log search page shows log entries any time a monitor enters a different alarm state as

well as the syslog message itself.

» You can immediately display log entries for other monitors—or all monitors for the selected

object—nby selecting a different item in the Monitor drop-down list at the top of the page and
clicking Search again.

» You can immediately display log entries for other objects—or all objects—Dby selecting a

different item in the Object drop-down list at the top of the page and clicking Search again.

Viewing Alarm Configuration
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In this s

ection you view the default alarm settings for a Syslog monitor. You'll see that the monitor is

configured to trigger an alarm immediately, the first time an alarm condition is encountered. In contrast,
other types of monitors perform repeated tests before triggering an alarm.

1. Re-display the Monitor Information page for Syslog, if it is not already displayed.
» You can re-display this page by clicking Objects > List > <objectname> > Monitor List >

Syslog.

2. Click Properties in the Monitor information section menu.



» The Edit monitor page displays.

o
Kaseya" Network Maonitor

Settings Networks Objects Monitors Reports Schedules Tools Help —

Edit monitor » Exportsettings * Importsettings

|) Basic properties
Hame: Syslog Name of this monitor
Type: Syslog Honttor typa
Objact: qa-av-u3z The monitor iz ownad by this object
Test interval: [ Fime in seconds betwean tasts
Alarm generstion: [ How many consecutive failad tests until the Firct slzrm is genarstad
Alarm test interval: e Fast intarval in seconds while manitor is in alewm state
Alarm action list: Continuous list | Ackion fist used when the monitor enters alarm state (overrides objact
setting)
Recover action list: = Action fist used when monitor axits slarm state (overrides object
catting)
Store statistics: F Stare statistics for this monitor to disk
Chart resalution: 23 Fours = Display reaitime charts with this vesohution
Group channels: Group 4 channels = Group the specified number of channels into the same reaftime chart.
Chart layout: = Number of realtime charts displayed per row
Active: I Monttor sctivaldeactive switch
Alarm message: | View details
4
Recover message: | Viaw details
/
Alarm subject: [ View details
Recover subject: I Viaw details
simple maintenance; - Specify maintenance period for this mentter here in HHCMM Farmat,
This period can wrap o the next day if needed
Day of week: ™ Man [7 Tus [7 Wed [ Thu [T Fri [ Sat [~ 5un Sejact which day () of the the week the maintensnce scheduie will be

active

3. Expand the Advanced properties section by clicking Click to expand/hide, if it is not already expanded.

» The Alarm generation value specifies the minimum number of consecutive "tests" that must
fail to generate an alarm. In this case the value is 1, meaning it only takes one occurrence to
trigger an alarm. In contrast, other monitors often have this value set to 5, meaning it takes
five occurrences before an alarm is triggered.

» The Test interval value in the Basic Properties section shows how much time must elapse
between tests before the first alarm is generated.

» The Alarm test interval value in the Advance properties section shows how much time must
elapse between tests after the first alarm is generated. In this case, the setting is irrelevant
because there is only one test before the alarm is generated. In other monitors this interval is
usually much longer then the Test interval, to give you time to respond to the original alarm.

4. Ensure the Alarm action list is set to Continuous 1ist, which was selected when Adding a Syslog
Monitor (page 14).
5. Click Save if you made any changes to this monitor.
» The Monitor Information page displays.
> The first time the monitor fails a test it will display an alarm # icon.

» The Continuous list action list ensures that the alarm is immediately reset back to a
green status = OKk state.

Viewing Alarm Action Lists

In this procedure you view the Continuous 1list alarm action list to see how it is constructed. You
already selected it for your syslog monitor when Adding a Syslog Monitor (page 14). An alarm action list
determines the automated response to an alarm count.

1. Select Settings > Alarm lists. The Action lists page displays.

19



2. Click the Continuous list action list. The Action list info page displays.

o N
Kaseya® Network Monitor

Settings Networks Objects Monitors Reports Schedules Tools Help —
Action list info » pelete » Properties

Name Description

Default
Cantinuous list Action list for use with manitors that trigger alarms directly by default (Event log, SHMP trap stc)

Actions » Add action » Delate

7] Atarm number Description

o [ send ernail to operator group

M @ List reset

[l vame Address Description

I
1] object Monitor Type

[T ga-av-xpsak System ervor events 2 B ventiog

[T qa-av-xp3zk Application ervor events R Eventlog

[ ga-av-usz syslog [/ NP

T qa-av-zpazk Security avents & Bl Eventiog

> The last action in the Continuous list action listis List reset.
3. Click the pencil icon next to List reset, as though you were going to edit this action.

hod _
Kaseya® Network Monitor
Settings Networks Objects Monitors Reports Schedules Tools Help —

Alsrm nurnber: [ Action will be executed st this aisum number
This action does not have any additional settings.
Save I Cancel

» You can see there is only one value you can change. It tells you that a monitor will be reset
back to a green status @ Ok state when a monitor's alarm state reaches the value
specified.

| Warning: Don't change this value! It affects other monitors that use it in Network Monitor. I

» Since 1 is always the first value of any monitor's alarm state, the monitor will be reset as
soon as the alarm is triggered.

» The Continuous list is typically used with a monitor that triggers an alarm each time it
occurs, instead of undergoing repeated tests. Examples include event logs, SNMP traps and
syslog messages.

» Without the reset, each new event that matched the alarm criteria you set would be ignored,
for as long as the monitor was in the red status 8 Alarm state.

4. Click Cancel to close this window.
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